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Abstract

Dynamic temporal risk allocation (DTRA) has beemdis$n
other research domains, notably in the predati@orth on
prey animals as part of ecology research and riskagement
in economic markets, as part of financial researshboth
cases risk has been judged in the temporal doridien a
new sub-system is added to any complex system le@ggo
finance or transport, it brings with it some resitusk. Its
insertion into the system-of-systems brings anoth&rard
source to the risk profile. However, the overadkrimay be
judged to remain broadly the same because the nevces
cannot bring a new temporal unit of risk exposuiie has to

animals [2, 5] and risk management in economic etarkl,
3], where risk is judged in the temporal domaine Thst of
this paper discusses the application of DTRA to shéety
domain by drawing on its use in other research diasna

2 Temporal Risk Variation in Ecology

It is an unavoidable aspect of nature that indialdprey
animals experience temporal variations in predatiisk.
Predator presence varies routinely with seasonenmbases
and on a moment-to-moment basis [2]. However, until
recently no theory in ecology had focussed expfian the
effects of dynamic temporal risk variation on thehaviour of
the prey animals. It is suggested that becauserythaond
experiments had not addressed these temporal sffect

replace some other item’'s temporal unit. The axististandard protocols for considering risk might systgcally

research on this subject in parallel domains needde
brought to the safety industry domain to be revigvier
value and benefit.

1

Fixed risk apportionment of a risk budget across ehtities
that make up complex system-of-systems is a difffpcess
to go through, involving multiple analysis step<liding

event-tree analysis, fault-tree analysis and expeigement.
The determination of key binary characteristics #radyes/no
probabilities can be difficult to carry out, explaind provide
auditable evidence of suitability and proportiotyaliThe
results can sometimes be very sensitive to relgtisenall

changes in probabilities. It also becomes increggidifficult

to justify when new sub-system items are addedppee or
replaced to the system-of-system capability. Sigaift re-
work can sometimes be required to re-apportion rikk

budget when ‘n’ sub-systems become ‘n+1’ or ‘n+rabs
systems.

I ntroduction

One method of utilising risk allocation that apgetr be very
suitable to a complex system is the concept of DTRRere
each item in the system composition receives omégteof
fixed, equally sized risk budget of the whole systelhe

err in estimating the importance of predation risknature
[ibid.].

There have been hundreds of experimental studisd.]ji
which have been used to quantify the effects ofla@s on
prey behaviour. Most studies have shown strondioalships
between increasing risk and prey behaviour in teshrefuge
use, feeding, vigilance and mating. But few studli@ge gone
on to look at the temporal variation in predatoesance
modifies prey behaviour For example, exposing trey fo
predator risk for brief pulses of threat after loperiods of
no-threat, or using higher frequency threats, oenelong
duration medium threats from multiple predator g/fibid.].

There are several concerns on the research inatleis of
ecology [ibid.]. The current risk allocation hypetes make
several simplifying assumptions e.g. there are stiokls
beyond which there are no further (lower-risk) Ha#spand
that the prey animals have a perfect knowledgdefé¢sidual
risk situation at all times; and that responsehi® &ddition
and withdrawal of predators is the same and rattifibal.].
These perhaps over-simplifying assumptions tranasfletoo
well into the human safety domain, so it might appe
reckless to adopt a DTRA concept. However, it eaclthat
dynamic risk is a real factor in the natural enmirent and

number of equal risk packets ‘p’ is significantgss than the there may be strong benefits by researching tlia.ar

number of sub-systems ‘s’, expressed as p « ss lthé
number of items influencing the total risk that iear

Research in this area of ecology has been in pssgis],

dynamically with time rather than acting togethem iwhere models have been developed based on theptdhat
accumulation. Similar concepts have been used irerotprey adaptively allocate their foraging and anggator

research domains, notably in the predation thearypmey

efforts across high- and low-risk situations, defieg on the



duration of high- vs. low-risk situations and thedative risk
associated with each of them. A predictable risbusth lead
to prey displaying minimal vigilance behaviours idgr
predictable low-risk periods and the strongest-predator
behaviours during risky periods. Conversely, anredigtable
predation risk should result in prey displaying stamt
vigilance behaviour, with suboptimal foraging raidsring
periods of safety but anti-predator behaviours otfvdr
intensity during periods of risk [ibid.].

The referenced research has shown that frequendgkofi.e.
exposure to alarm cues) is an important variabfleeéncing
the behaviour of prey animals (in this case it wighlids — a
type of fish). It was found that cichlids exposedthe high-
frequency risk environments responded with a lowtmsity
of anti-predator response than those in the logtfeacy
environments. Moreover, when given predation coeslids
in the low-frequency treatments reduced their forggeffort
more than cichlids in the high-frequency treatmeiitisese
responses are consistent with the behaviour peatlioy the
research model [ibid.].

3. Temporal Risk Variation in Economics

Many economic-based service providers face thelgnolof

risk management as the market conditions and dpgrat
characteristics change — sometimes rapidly.

Modelling of dynamic risk is seen with great im@orte in
the economic world and efforts have been made veldp a
continuous-time, infinite horizon model of an etagty
supplier that can then be allowed to endogenousig a
dynamically adjust its risk management strategiesl a
financial contracts [ibid.]. The strategies arevdn by the
need of the shareholders to maximise the valubeif equity
stake.

In these financial risk models the hypotheticainfican enter
into or withdrawal from a risk management positinororder
to reduce risk related to the product's future euic
uncertainty. The risk management contract guarantee
predetermined price for some proportion of the frrfuture
product. This is the ‘hedge’ ratio and it is usedfinancial
domains to offset future undesired impacts — in shéety
domain we would call them — accidents!

Again there are several concerns relating to thmplgication
of the risk management models in this area of reked he
modelled firms do not themselves change dynamioaith
time — they do not grow or contract, i.e. all ptofire paid out
in dividends and not re-invested. One of the models

meeting instantaneous and variable performance wésnaresearched on a gold producer only allowed a simigle

several services embed a high cost of non-delif@kyThe
parallels with the safety industry are surprising.

Wholesale power is increasingly being produced @waded

management strategy in any one time unit [1]. Thieero
researched model on electricity supplies [3] alldwariable
sizes of commodity to be traded, where as in thé market
there are usually fixed sizes of energy packetgabla.

via exchanges as an energy commodity, but its dimam

characteristics and risks are fundamentally infbgghby its
use and delivery as an essential service to consurAs a
consequence, with companies facing substantialrtaintes
about their operations as well as costs, the dpuwatmt of
optimization models that allow managers and dutgédrns to
make appropriate production and trading decisions
maximize their benefits within specific risk corstts,
presents an exceptional situation for analysisi[]bi

In risk management in this financial domain, muctearlier
research has focused on extreme risks that ane @tated to

The financial research reviewed indicates that evistatic
models do provide some valuable insight as to whysf
need to manage risk, the dynamic modelling genenateny
new implications and research areas as compardd thé
static models [1]. The researchers propose that dyaamic
risk model could serve as a basis for developingnatve
decision support tools for practitioners of finalcirisk
management strategies [ibid.].

The model on the electricity commodity firm indiedtthat
the dynamic optimization method is much more effitithan

"maximum amount of money that may be lost on gseriodic optimization or fixed allocation for riskanagement.

investment portfolio over a given period of timdthwa given
level of confidence" [ibid]. Much of the researchshbeen
undertaken by applying use cases to existing maikit and
using this to predict the future performance oivelg market
situation.

Much of the understanding of financial risk managatnis
based on static models that describe how varioystata
market imperfections give companies the incentivenanage
and reduce risk [1]. However, they provide few jcgdns
about how firms utilise the incentives to actuatignage the
risk into useful decisions on the choice of risknagement
strategies and importantly, how these strategiemihjcally
morph over time. Treating risk as a static dimemsigstricts
the opportunity to recognise the potential valuedghamic

In their hypothetical extrapolation of the resulis the
national level in Finland, they suggested that dyica
optimization (instead of fixed allocation) wouldstdt in
savings of approximately 200 million Euros annug8j

4. Benefits of Dynamic Temporal Risk

Allocation in Safety Engineering

The extensive research programmes underway in other

scientific domains would seem to indicate that aayic
approach to risk has some benefits.

The ecology-based research indicates that riskdgremic
property in nature, and that it is dynamic withpest to time.



Thus allowing risk assessment models to includeehmgoral
dynamic variables creates a closer match betweemtidels
and actual empirical observation i.e.
constructed correctly and are constructed of coekmments.
This is a close definition of the models becomiradjd/ and
verified. The benefits of using a dynamic approatpht also
mitigate a systematic error is the static treatnoémisk [2, 5].
The goal of this domain’s research appears to Hmetter
understanding of the character of risk as a natsc@nce,
rather than for financial or human safety benefits.

The financial modelling of dynamic risk has a vepecific
purpose — to increase net wealth, but it appeardotdhis
through reduction in loss rather than increasen@ome. The
financial research also indicates that risk is anaghyic
property of financial markets, and also suggestt this
dynamic with respect to time. The benefits hightéghare the
provision of more accurate models such that therbeiter
(investment and purchasing) decision support irarfaial
trading. Further that the dynamic-based modelsr atfenore
efficient use of resources such that significantrggs in costs
can be made in a future purchase stream [1, 3].

5. The Wider Use of Dynamic Temporal Risk
Allocation

One area where DTRA has already been presentedtiei
defence arena where military operations are bultfram
multiple service systems which are added to andrtakvay
from the operational use case as the live operatiotates.
That is to say, as the operational picture chadgeamically
with time, so does the residual risk profile [4].heT

This provided the justification for why the totask budget
could be shared out in <n packets; why the totahraed

the modele aesidual risk of all elements that could make atdbution to

the whole coalition network risk, was greater tliae overall
risk target; and, why the various elements coulddberated
with higher risk profiles.

There is also opportunity to utilise this concepthie domain

of societal risk. Insurance companies are alreadyrex of the

temporal analysis of risk. Cheaper insurance igretf for

less risk exposure as measured in the temporal idoma
number of days skiing, length of non-occupancy dfoase

and even the number of years of no-claims!

As societal risk becomes more of a political issudéth

pandemics, terrorism and climate change, there isngoing
discussion in Government think tanks [6] that thehieuld be
a more unified approach to managing societal uslng the
temporal domain as the main risk measuring unit.

6. Cautionary Notes

In the more generic sense, DTRA could lead to aemor
efficient use of risk budgets across a much widelustry
domain. However, the assumptions cited in theresfsed
research give pointers to the areas where the ftgbi®
concept is unproven or too complicated at present.

This would include assumptions based on full knolgke of
the dynamic risk profile, as in the ecology preynaails; the
use and knowledge of the effects of multiple miigya
strategies, as in the gold producer; and the easteof

programme it was linked to was to assess and peoeurmultiple (and often conflicting) requirements, mttthan a

network enabled capability to integrate multiplenss
products in order to provide actionable data angrtwvide
interoperability between UK and coalition assetdhilst
enhancing situational awareness and contributingth®
development of the Joint operational picture.

Instead of allocating a fixed risk packet from avemall
Health and Safety Executive-derived target that basn
spread arbitrarily and equally among ‘n’ elementthwisk,
the quantitative targets were developed using gdeah unit
much shorter than the operational mission thatwedth
dynamic re-allocation of risk among the networknedets
actually providing risk to the operation, in thahé¢ packet.
So, within the use cases developed to carry ougrprome
assessments and option choices, the risk profibesdcbe
better used as decision support measures. For éxaome of
the use cases involved some 25 assets in a coafigtwork
across the military sensor-to-shooter operationafilp. A
traditional fixed budget risk allocation could hastarted by
giving each asset 1/25 of the total risk budgetweleer,
when the operational profile was assessed in the tiomain,

single need of increased wealth or finding enowgidf The
ecology research gets closer on this last poinipasature
there are conflicting requirements on time — fegdsieeping
and mating and yet they are linked in that witheabugh
food or sleep the animal will not have enough epeogfind
or fight for a mate.

7. Conclusions

It is the author’s opinion that the arbitrary apgpmiment of
risk targets across a system, or system-of-systbased on
engineering judgement does usually works out OKs Tikes
a rough rule of thumb that engineers have thoubbtiaand
discussed for a very long time, but not yet beele ab
identify any particular theoretical grounding fohyvthis is
acceptable. The use of DTRA might actually prowtuke basis
for safety arguments using targets developed wimes
foundation of scientific principles, rather than dyest
‘guestimate’.

DTRA appears to hold significant benefits for affitt use of

with the ot interval much less that the overall T for th&Sk budgets. Other industries are showing conipetit

mission, it became obvious that only around half thoé
mission assets could influence the risk in aninterval. So a
more appropriate risk budget could be given to esdet that
was judged to provide a residual risk to the whusle case.

advantage is possible, and even natural if a dymapproach
to risk can be taken. This should provide the spur
additional research in this area.
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